DVR 7/ IP CAMERA NETWORK SETTING

1. What is the PHYSICAL & VIRTUAL IP address?

Under networking environment, several sets of numbers are used to identify each
single networking device (PC/DVR/IPCAMERA/ROUTE & etc). These number sets
are not only for single network identification purpose but also acting as an
interchange or a crossway on the road. This is why we hear terms like IP address,
mask, gateway, DNS and so on.

Since the number of IP addresses is limited, there are two different kinds of IP:
Virtual IP and Physical IP:

PHYSICAL IP: Means we could access to this device directly on the internet.

VIRTUAL IP: Means this IP using behind the ROTUE (ACCESS POINT), most user
using. And we could found the IP address header as 10.X.X.Xx or
172.16.x.x or 192.168.x.x will be virtual IP address, in most
situations using 192.168.x.xX.

IANA (Internet Assigned Number Authority) suggest virtue/private IP address

IP MASK IP ADDRESS RANGE

10.0.0.0 255.0.0.0 10.0.0.1 ----- 10.255.255.254
172.16.0.0 255.240.0.0 172.16.0.1 ----- 172.31.255.254
169.168.0.0 255.255.255.0 | 192.168.0.1 ----- 192.168.255.254

Under private network if went network device connect to each other, at least IP
Address & MASK & GATEWATY must be set. The last IP address number must
differ from each other, but Subnet mask & Default gateway will be same.




2. How to set my own PC /7 DVR 7/ 1P CAMERA network setting?

PC (WIN XP)-> START -> Control Panel -> Network and Internet Connections
-> Network Connections -> Double click on Local Area Connection # ->
Properties -> Key in following address -> OK

4 Local Area Connectior  Properties | Ml internet Protocol (TCPIP) Properties Fx

General |Aulhenlicalinn Advanced General |

Connect using: ‘You can get [P settings assigned automatically if your network supports
this capability. Dtherwize, you need to ask your network administratar for

| E8 Realtek RTLE139/810x Family Fast £ | the appropriate IF settings.

Thiz connection uses the fallowing items: () Obtain an IP address automatically

E Client for Microsaft Metworks () Use the following IP addiess

B File and Printer Sharing for Microsoft Networks 1P addiess: 132 168

=1 305 Packet Schedulsr

(G Itemet Pratocal (TCP/IP) ) .\I Subnet mask: 255 255 . 255 .

Default gateway: 132 168 .

Description

Trarsmizsion Control Protocol/Internet Protocol. The default (&) Use the following DMS server addiesses:
wide area netwark protocal that provides communication

across diverse interconnected networks. Prefered DM server

Altemate DNS server.
Show icon in notification area when connected I:

[[] Motify me when this connection has limited or no connectivity

Cloze

DVR 7/ 1P CAM -> IPINSTALLER -> Search Device -> Searched device will list on
"Device lists" -> Click on the device to modify / set up -> Submit -> Device
Rebooting -> After 30 sec device as set.

[P Installer V2.0 EJ2|B) = P instalter v2.0
Device lists Device lists:
IPCAM/DVR 192.168.0.4 ] Hane j Name [ IFCAM-DVE

IP Address |— IF Address 192 168 0 4
Hetmask Wetnask 255 255 255 O
Gateway Gatevay 132 168 0 1
DHS 1 [ DHS 1 [ [ i ]

DHS 2 DHS 2 1] 1] 0 i}
Fart F’Urt [ a0 ]

HAC HAC 00:0F:0D:20:02:36
et Exit Search Device Exit
You can change Device name, IP address, and Gatevay Address You can change Device name, IP address. and Gateway Address:
1) Select the Device you want to makes changs 1) Select the Device you want to make change
2} Change name, IF, Netmask, and Gateway on right edit box 2) Change neme, IP, Netmask, and Gateway on right edit box
3) Press Submit button or Enter 3) Press Submit button or Enter

4) Press Search Device to rescan the installed IFCans 4) Press Search Device to rescan the installed IFCams




3.

If dial up to internet via ADSL/HUB, who to connect to each other?

DVR / 1P CAMERA can be saved private & physical (PPPoE dial up) IP
in the same time, thus we could access to DVR /7 1P CAMERA from
private & physical IP both.

VIRTUE/PRIVATE IP PART (Please refer to above setting parts):
The last IP address number must differ from each other, but Subnet mask &

Default gateway will be:

O]

=S

Z
Z

IP address:
Subnet mask:

Default gateway:

IP address:
Subnet mask:

Default gateway:

IP address:
Subnet mask:

Default gateway:

192.168.0.2
255.255.255.0
192.168.0.1

192.168.0.3
255.255.255.0
192.168.0.1

192.168.0.4
255.255.255.0
192.168.0.1

@

Dial Up Part:

PC (WIN XP)-> START -> Control Panel -> Network and Internet
Connections -> Network Connections -> Double click on "Create a new
connection" from Network Task item at left side -> Click "Next" on New
Connection Wizard -> Connect to the Internet -> Set up my connection
manually -> Connect using a broadband connection that requires a user
name and password -> Key in ADSL ISP dial up name -> Fill in Username
& Password -> a dial up icon created on Network Connections -> press
Connect link to internet.

DVR 7/ IP CAMERA
Open http://192.168.0.4/ on an Internet Explorer address bar, and login
into DVR /1P CAMERA:

Configuration -> Network -> scroll down to PPPoE -=> fill in ADSL dial up
Username & Password -> press Save & Dial Now




Save & Dial Now

Dial On Power Up
Username |ac01415491 I

‘ Passwor] eesssss |

If dial up successfully, related physical IP address setting shown from very
bottom.

PPPoE

Dial On Power Up
Lsernarne |an:[l1 41841

Password |-------

Send mail after dialed.

T ETl senrer|

Usernarme an mail sewer|

[ | F'asswnru:l|

Sender email|

Receiver email |

CC ernail |

Beo email|

Subject |IP Camera FFF Dialed!

Sawve Sefling ]

[ocal IP: 219.81 167 238 |
Remote IP: 211 78.218.40
DNS 0 168.95 1 1

DNS 1: 139.175.55.244
DNS 2: 0.0.0.0

Sateway: 211.78.2158.40
ot Mask: 255.255.255.0

DDNS setup

Note: DDNS service must be able connect DVR /1P CAMERA from
internet directly.

Open http://192.168.0.4/ on an Internet Explorer address bar, and login
into DVR /1P CAMERA:

Configuration -> DDNS -> Enable -> Name a UserName for DDNS ->
Submit.



Dynamic DNS  http:/192.168.0.4

© Enable @ Diszhle

Schedule Update |5 \ |

Ezn

Scheduls Update: Feature of DDMNS schedule update is designed
for IP products which installed behind the ICS or NAT devices.
Update range from every 5 (minutes) to 5000 (minutes) and O remain to off.

Status will show "Updating".

Dynamic DNS  http:/192.168.0.4

© Enable @ Disable

UserName PCANM-DVR |

Schedule Update |5 |

: Updating I

Schedule Update: Feature of DDONS schedule update is designed
for IP products which installed behind the 1S or NAT devices.
Update range from every 5 (minutes) to 5000 {minutes) and O remain to off.

Registered to http://1PCAM-DVR.ddns.camddns.com
Dynamic DNS  http:/192.168.0.4

© Enable @ Disable

UserName |IPCAM-DVR |

Schedule Update|5 |

Fegister DMN3 Entry : http://IPCALM-
DVE.ddns. camddns. com

Schedule Update: Feature of DDMNS schedule update is designed
for IP products which installed behind the ICS or MAT devices.
Update range from every 5 (minutes) to 5000 (minutes) and O remain to off.




If we using 169.168.x.x as the PRIVATE / VITURE IP address to
connect 3 network devices, these setting at least will be:

The last IP address number must differ from each other, but Subnet mask &
Default gateway will be same.

IP address: 192.168.0.2
@ I Subnet mask: 255.255.255.0

Default gateway:  192.168.0.1
=T

IP address: 192.168.0.3

l /- Subnet mask: 255.255.255.0
& Default gateway:  192.168.0.1

IP address: 192.168.0.4
Subnet mask: 255.255.255.0
Default gateway:  192.168.0.1

If we using 169.168.x.x as the PRIVATE / VITURE IP address to
connect 3 network devices, and a broadband route (D-LINK DI-704P)
access to internet by PHYSICAL IP, these PRIVATE /7 VITURE IP
setting at least will be:

The last IP address number must differ from each other, but Subnet mask &
Default gateway will be same. (The physical IP address setting by ISP differs
thus please refer to your Internet Service Provider.)

PRIVATE / VITURE IP address parts:

= IP address: 192.168.0.1
S Subnet mask: 255.255.255.0
— Default gateway:  192.168.0.1

(Route default setting)

IP address: 192.168.0.2
@ / Subnet mask:  255.255.255.0

Default gateway:  192.168.0.1
=S

IP address: 192.168.0.3
@l/, Subnet mask: 255.255.255.0
& Default gateway:  192.168.0.1
IP address: 192.168.0.4
Subnet mask: 255.255.255.0
Default gateway:  192.168.0.1



How to view the IP CAM /DVR image from internet, if via broadband
route (D-LINK DI-704P) and a dynamic PHYSICAL IP access to
internet?

If DVR /7 1P CAMERA setting as below:

IP address: 192.168.0.4
Subnet mask: 255.255.255.0
Default gateway: 192.168.0.1
Port: 80 (Preset)

ROUTE SIDE:
Open http://192.168.0.1/ on an Internet Explorer address bar, and login into

broadband route:

Advanced -> Virtual Server -> Virtual Server HTTP -> Click on edit icon to
edit the virtual service -> Enabled -> Key in DVR / IP CAMERA IP address ->
Apply (Now we can viewing via dynamic physical IP, for DDNS service please
refer following DVR / IP CAMERA side).

D-Link
Bulidmg Networks for Peaple DI-7°4P

Ethernet Broadband Router

Status
tual Server is used to allow Internet users acces

Tools

|®Enamed |< ) Disabled
MName | virtual Sarver HTTP |
I - - . o
Application Frivate [P 1921 ||_

Protocal Tupe

Filter Private Port
Firewall
Schedule @ Always

O From  Time :
day|Sun (¥ to|Sun v

=
vV R I+

Apply |Cancel Help

Routing

Ll

Mame Protocal Schedule
DMZ virtual Server FTP always [41

virtual Server HTTP 0.0.0.0 TCP0/80  always @

virtual Server HTTPS 0.0.00 TCP 4431443 ahways Eli}|

virtual Server DNS 0.0.0.0 UDP53/63  always [Ea]

virtual Server SMTP 0.0.0.0 TCP26/25  always [Ea]

Yirtual Server POP2 0.0.0.0 TCPA10/110 always [EaT]

Yirtual Server Telnet 0.0.0.0 TCP 23723 always [EaT]

IPSac 0.0.0.0 UDP 500/ 500 always [EaT]

PPTP 0.0.0.0 TCPATIZ  jays (4T
1723

DCS-800,0C5-1000 0.0.0.0 TCPBO/80  always [EXT]

DCS-2000,DC5-5300 0.0.0.0 TCPB800/800 always [EXT]
UDP 5002-

DCE-3120 0.0.0.0 5003/5002-  always 4%

5003



http://192.168.0.1/

DVR /7 IP CAMERA SIDE
Open http://192.168.0.4/ on an Internet Explorer address bar, and login into
DVR /1P CAMERA:

Configuration -> DDNS -> Enable -> Name a UserName for DDNS -> Submit.

Dynamic DNS  http:/192.168.0.4

© Enable @ Diszhle

Schedule Update |5 \ |

Ezn

Scheduls Update: Feature of DDMNS schedule update is designed
for IP products which installed behind the ICS or NAT devices.
Update range from every 5 (minutes) to 5000 (minutes) and O remain to off.

Status will show "Updating".

Dynamic DNS  http:/192.168.0.4

© Enable @ Disable

UserName PCANM-DVR |

Schedule Update |5 |

: Updating I

Schedule Update: Feature of DDONS schedule update is designed
for IP products which installed behind the 1S or NAT devices.
Update range from every 5 (minutes) to 5000 {minutes) and O remain to off.

Registered to http://1PCAM-DVR.ddns.camddns.com
Dynamic DNS  http:/192.168.0.4

© Enable @ Disable

UserName |IPCAM-DVR |

Schedule Update|5 |

Fegister DMN3 Entry : http://IPCALM-
DVE.ddns. camddns. com

Schedule Update: Feature of DDMNS schedule update is designed
for IP products which installed behind the ICS or MAT devices.
Update range from every 5 (minutes) to 5000 (minutes) and O remain to off.




7. How to view the various IP CAM /DVR image from internet, if via
broadband route (D-LINK DI-704P) and a dynamic PHYSICAL IP
access to internet?

We must separate IP CAM / DVR's port number first, thus we modify
IP CAM & DVR port number from 80 to 8888 & 9999, modify ports
please refer to "How to set my own PC / DVR / IP CAMERA network
setting” DVR /7 IP CAM parts.

IP address: 192.168.0.4
Subnet mask: 255.255.255.0
Default gateway:  192.168.0.1
Port: 8888

IP address: 192.168.0.5

Subnet mask: 255.255.255.0
Default gateway:  192.168.0.1
Port: 9999

ROUTE SIDE:
Open http://192.168.0.1/ on an Internet Explorer address bar, and login into
broadband route:

As IP Camera:

Advanced -> Virtual Server -> Enabled (from very upper) -> Name a name
for memory (IPCAM) -> key in private IP address (192.168.0.4) -> Private &
Public Port (8888) -> Schedule (always) -> Apply

Yirtual Server is used to allow Internet users access to LAN services.

® Enabled O Disabled

MHarme IPCAM
Private IP 192.168.0,)4
Frotocol Type TCR | »
Frivate Port 8555

Fublic Port 8555
Schedule & Abweays

) Fram Tirne (00 % |00 % To| 00 % 00 W

day|Sun % to|Sun
7, .
9 VO

Apply Cancel Help



http://192.168.0.1/

As DVR:

Advanced -> Virtual Server -> Enabled (from very upper) -> Name a
name for memory (DVR) -> key in private IP address (192.168.0.5) ->
Private & Public Port (9999) -> Schedule (always) -> Apply

Virtual Server is used to allow Internet users access to LAN services.

(*) Enabled O Disahled

Mame R

Private IP 192.168.0/5
Protocol Type TCP »
Frivate Fort 9999

Fublic Port 9999
Schedule (*) Ahwvays

) Fram Tirrig | 00 % {00 % T |00 % 00 %

9 90

Apply Cancel Help

day|3un %t Sun W

The Server List will be added:

Marme Frivate IP Frotocol Schedule

Virtual Servar FTP 0.0.0.0 ToP 21021 always Ed]

Virtual Servar HTTP 0.0.0.0 TCPA0/E0  always Ed]

Virtual Server HTTPS 0.0.0.0 TCP 4431443 always Ed]

Virtual Servar DMNS 0.0.0.0 UDP 531563 always Ed]

Virtual Servar SMTP 0.0.0.0 TCP 25125 always Ed]

Virtual Servar POP3 0.0.0.0 TCP 1100110 always Ed]

Virtual Server Telnet 0.0.0.0 TCP 23123 abways Ed]

IPSec 0.0.0.0 UDP 500/ 500 always B

PPTP 0.0.0.0 TEP T30 Lways E}|
1723

DCS-800,DCS-1000 0.0.0.0 TCPE0/E0 always Ed]

DCS-2000 DCS-5300 0.0.0.0 TCP 800800  always Ed]
LDP 5002-

DCS-3120 0.0.0.0 500315002-  always (4 Tl
50073

IPCAM 19216804 1= OOEED s El]
3555

DVR 18216806 oo always (4 Tl




If route get the physical IP as 219.86.41.41, thus the IP camera would

http://219.86.41.41:8888 & DVR http://219.86.41.41:9999 on an
Internet Explorer address bar from internet,

Home Advanced Tools Status m

Device Information
Firmware Version: v3.06h01, Fri, Aug 27 2004

LAN
MAC Address 00-0F-30-17-A5-C1
IP Address 192.168.0.1
Subnet Mask 255.255.255.0
DHCP Server Enabled
VWAN

MAC Address 00-0F-30-17-A5-C0
FPPOE Connected

Connect ][ Disconnect

{IP Address 219.86.41.41 |

Connection

Connection Time 00:02:10
Subnet Mask 255255255255
Gateway 219.86.41.41
Domain Name Server 162.95.1.1,139.1745.565.244

23 IP Camera - Microsoft Internet Exploren | 2 IP Camera - Microsoft Internet Explorern

File Edit Yiew Favorites Tools Help

eBark - 3 @ @ : .j /_‘_ﬁ Search \f:n\? Favorites @

Addres: |

File Edt Yiew Favorites Tools Help

eBack = ¥/J @ @ . h pSearch ‘-‘i\?Favnrites @

address | httpef/219.86.41.41 8888 v| Go  Links >

hitp:{/219.86,41,41:9999 v|BYeo ks

IP Camera IP Camera

Image Adjust

Guali
WEA A lution

) I T

Operation Mode

Operation Mode

Image Capture Image Capture

v

\atching: hitp:/219.86.41.41:8888  Add

Configuration Configuration

Delete Camera atching: hitp://2149.66.41.41:9959 Add

@ Done © Internst

Delete Camera

@ Done ' Inkternet



http://219.86.41.41:8888/
http://219.86.41.41:9999/

